The End of the
Financial Year

Cyber criminals rely on
current events to make
scams even more
convincing, and tax season is
Nno exception.

Tax season Is scam season!




Common EOFY
Scams

» False tax refund payments

Fake Invoices

Voice Mail Scams

COVID-19 Scams

(Accountingtoday.com, April 2021).



https://www.accountingtoday.com/news/irs-and-covid-vaccine-email-scams-proliferating-this-tax-season

False Tax Refund
Phishing Emails

TAX REFUND NOTIFICATION - Message (HTML)

File Message Help Acrobat @ Tell me what you want to do

= @ 5| [5]] £ |o]|]2) | Q| @& | D

%v Delete Archive | Respond Quick Mave Tags | Editing | Speech | Zoom | Shareto | Sendto Report Insights
- Steps ~ Teams OneMote Spam

Delete Quick S.. Zoom Teams OneMote | Report 5p...

TAX REFUND NOTIFICATION

Noreply@- €3 Reply % Reply All —» Forward v
To Thu 20/05/2021 09:49

Australian Taxation Office (ATO) TAX REFUND NOTIFICATION

Generic greeting

After the last annual tax collection of your fiscal activity, you are eligible to receive a tax fund of 215.47 AUD.

To access your tax refund, please Click Here.

One of the following can delay the process of tax refund claim. For example, submitting invalid records or applying after the deadline.
Australia Taxation Office

Australia Government

TAX REFUND ID: _— - ATO

@Crown Copyright, ATO Australian Taxation Office
This is an automatically generated message. Please do not reply.

myGov |logo

Australian Government

Using your email account sign in to myGov

Form asking
Emall Address for credentials

Enter your amail
Password
Enter your passwond

B Remember me

Login

Forgot passward?

() practiceprotect
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False Tax Refund
Phishing Emails

_ File Message Help Acrobat @ Tell me what you want to do
o @S| £ |E|r]oa| g @D

%v Delete Archive | Respond Quick Mave Tags | Editing | Speech | Zoom | Shareto | Sendto Report Insights

Safety Checklist Reminders: s

Delete Quick S.. Zoom Teams OneMote | Report 5p... ~

TAX REFUND NOTIFICATION - Message (HTML)

TAX REFUND NOTIFICATION

« The ATO will NEVER contact you via email @ Noreply @t © Repy | € RepyAl | > Forrd

To Thu 20/05/2021 09:49

n Who is it from? CheCk the Senderls email and Awustralian Taxation Office (ATO) TAX REFUND NOTIFICATION

domain Generic greeting

After the last annual tax collection of your fiscal activity, you are eligible to receive a tax fund of 215.47 AUD.

To access your tax refund, please Click Here. Original URL:

* Where are you being directed to? Hover over
the link (do not click it!) to check

One of the following can delay the processé{il( re document- Is or applying after the deadline.
storage.1251fa1308s29gf
hgf92913-.com.au

Awustralia Taxation Office

Australia Government

« Generic greeting / no first name used in email

TAXREFUNDID: = -ATO

@Crown Copyright, ATO Australian Taxation Office

° |nC|USion O-F bra nding eleme ntS This is an automatically generated message. Please do not reply.
like myGov's logo and colour palette to make
the phishing page appear authentic
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False Tax Refund
Phishing Emails

Email address isn't from

mMygov.com.au
_ Credit Note from myGov SNC0216404

© This message was identified as junk. We'll delete it after & days. It's not junk

ol m:Gov <refund—nz&mﬁc@EamxLhotmaiI.com.gmwebsite.com> I<_

Sat 24/04/2021 09:26
To: I

GeﬂeI’IC Dear myGov user, |
g reet N g As a result of examination we have made adjustments to your income tax return for the tax year
2020/21.

Therefore, you are eligible to receive a refund of: $181.79 AUD.

To protect you from identity theft, we need to verify your identity before we process the return and issue

Original URL: a refund.

http://secure- . Please complete the identity verification process below to avoid delays in processing.
doc12a081250j3085612s|

se=?.format.com P <

{:?portant info: Your refund should be issued within 21 days of the received date. However, processing
ay take longer under certain circumstances.

Regards,

© The myGov Team

Reply Forward

Source: Scamwatch

Asks you to ‘complete
the identity verification
process’ and leads to a
suspicious URL
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Fake Invoice
Scams

] Bill 130418 from Rydges Airport Hotel is due soon
—
Rydges Airport Hotel ttr1'|i|::h|e|IE.|::|a|IE|rua|nl@l::lrlandn:]-n».=_'rdfe_-r.t.|::1:|m:rI <_J Reply {é“’ Reply Al —» Forward -
S afety C hec kl ist To Mon 17/05/2021 10:17
[ ]
Reml nderS: Original URL: I
] ] http://www.attachment-
file/1410asf301925fa15dg

 Whois it from? Check 15-139.com | |
the sender’'s email and  E— ;—
Dear Customer,

domain

Thanks for working with us. This is a reminder that your bill for $994.00 is due in three days’ time, on 20 May 2021.

e Are you expecting an

invoice from this If you have already paid it, then many thanks. That was very nice of you.

compa ny7 If you have any questions, please call our office on (07) 3393 B885.

«  Where are you being Thanks,
directed to? Hover Rydges Alrport Hotel
over the link (do not
click it!) to check
[) practiceprotect
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Voice Mail

Sca mS (Remember, the ATO will NEVER leave you voice madils or threaten you with arrest!)
]

* These scams are —>| “Your account does not leave the tax avoidation.
effective on people

who might not have

English as their first .

language (incorrect Paperworks sent to registered address have also returned
grammar, etc) back unsigned and undelivered.

e Scammers also bank
on the ‘scare tactic’

making people do For this, the petition needs to get filed, including your
what they demand ow before the case is sent for

. X seedenlie execution and to receive legal notification.

don't normally deal
with the ATO or

aren't familiar with For more information, call 03 9028 5794 and press 1.

communications | repeat, press 1.
from the ATO, this '

could seem
legitimate at first

listen. This issue is very time-sensitive.”™ rJ practiceprotect

. . . . EOFY Cyber Security
*Transcript from an actual voice mail one of our team members received Package

Sense of urgency




COVID-19

Scams
]

There has been an
INncrease in
COVID-19 scams
as cyber criminals
attempt to
leverage current
events for their
OWnN purposes.

As always, do not
click links or give
any personal
information that
these scam emails
are asking for.

Dear Recipsent,

My colleague have contacted you carlier but there was no respoose from you

There were thiee COVID-19 confirmed cases in your arca carlisy this week and
one of the paticnts has listed you as one of her physical comtacts within the last
14 days

In hine with the costact tracing modalities and within the laws on which we
operate ot the Department of Health, we strongly advice that you cobmit
yoursclf for COVID-19 testing

The neccessary details of your app of Health are

erd with the Dip

contained in the attached documcent

Read through the guidclines properly and comre that you submit youssell for

testing as failure 10 do so wibl result i arrest and prosecution

Il you have amy questions concerning this cmuil, feel free 1o contact me

anytime

Regands.

Greg Hamt MP

T

Department of Healtk
GPO Box 9848
Canberra ACT 2601

Awstralia

Monday, 16 March 2020

You've received a new message
regarding the COVID-19 safetyline
symptoms and when to get tested

in your geographical area. Visit
| https://covid19-info.online/ |

1:25 pm
Link leads to a phishing
site asking for personally
identifying information
[) practiceprotect
EOFY Cyber Security
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